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DoD - Microelectronics Modernization

The 2018 DoD National Defense Strategy (NDS) highlights Building a More Lethal Force
through Modernization of Key Capabilities as one of the tenets in the strategic approach.
Microelectronics has been highlighted as a key focus area for DoDs Modernization.

Key Capability Areas Include:
Hypersonics, Artificial Intelligence, Microelectronics/5G, Cyber, Advanced DoD’s digital modernization
efforts to enhance IT architecture through cloud; Al; command, control, and communications; and
cybersecurity to name a few.
All of which are steeped in microelectronics.

DoD OUSD (R&E) Modernization:

To rapidly address the development of these technologies, the Trusted and Assured Microelectronics
(T&AM) Program is executing the development of key technologies in accordance with a roadmap
focusing on 6 different Technical Execution Areas (TEA).
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T&AM Program Overview

Description: The T&AM Program was established by the Defense Department to drive rapid modernization of defense systems
through access to advanced microelectronics technologies by leveraging commercial industry capabilities

Objective:

» Support microelectronics modernization

« Keep pace with commercial microelectronics technological advances

» Mitigate persistent threats to the microelectronics lifecycle

* Reduce reliance on obsolete microelectronics

» Alleviate the Department’s reliance on sole source foundries for assured SOTA microelectronics

Issues:

« DoD has very limited access to leading edge commercial CMOS ecosystem/ infrastructure

« Threats global microelectronics supply chain

* Requires increased sources of radiation hardened, radio frequency, and optoelectronic components

* Requires a more robust domestic and allied microelectronics ecosystem to rapidly and securely mature emerging advanced
technology

Challenges:
1) Access to modern manufacturing processes that require commercial volumes to maintain long term viability
2) Protecting the intellectual property (IP) and verifying the integrity of the microelectronic parts
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T&AM - Strategy & Objectives

» Strategy: Provide the U.S. warfighter with the State-of-the-Art (SOTA), assured microelectronics (ME)
required to meet DoD system modernization goals.

* Objectives:
- Drive for a U.S. located capability
- Leverage SOTA commercially-driven technology to obtain the best available technology
- Use the Quantifiable Assurance zero-trust based method to assure the DoD supply chain
- Quantifiable Assurance applicable across the microelectronics supply chain
- Quantifiable Assurance applicable to Legacy and SOTA technology
- Address the entire microelectronics supply chain from design through final package delivery

* Technical Execution Areas:
- Access to Advanced Packaging and Test
- Access SOTA ME
- Access to Rad Hard ME, RF and Opto-Electronics
- Joint Federated Assurance Center
- Education & Workforce Development
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Microelectronics Roadmap
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Packaging ® National and o Capability list Gaps in
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roadmaps and strategy domestic products, tech,
vendors etc.

Digital roadmap tool for microelectronics packaging using data analytics and
data visualization to create a robust and dynamic decision-making tool.

Determine the types of packaging needed to support DoD microelectronics
Forecast where commercial packaging industry is heading on its own without Government support
Decide what microelectronics packaging development the DoD should be investing in

00487
DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited



Packaging Industry Assessment: Reports

Four main challenges in the ME ecosystem were
PY identified.
1. Complex International Supply Chain
ﬁ 2. Consumer Focused Market
3. Increased International Competition
4. Rapid Technology Change and Adoption

Key findings and trends from the surveyed documents
@ are identified and presented in the following sections:
1. Semiconductor Market Forces
2. Fabrication Technologies — Leading Edge Chips
3. Advanced Packaging Technologies
4. Drivers and Disrupters
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Packaging Industry Assessment: Capability Survey

On behalf of the Department of Defense, Booz Allen Hamilton is currently requesting surveys
% from microelectronics packaging leaders in the United States to assess the current health of the
domestic advanced microelectronics packaging industry. Capabilities of interest include:

* Heterogenous integration (chiplet-based design involving interposers)

* Related fine-pitch interconnect packaging technologies (FOWLP, TSVs, RDL, etc.)

If interested in participating in this survey, please contact
Coye Joseph@bah.com
osd.pentagon.ousd-r-e.mbx.mod-microelectronics@mail.mil
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"2 SHIP Program Overview
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SHIP Program Motivation & Objectives

Motivation

* Provide DoD earlier access to assured SOTA Microelectronics

* Develop a US-based economically-viable SOTA heterogeneous integration and packaging capability for DoD system
performance enhancement and assurance/security applications, which currently doesn’t exist

* Provide sustainable, quantifiably-assured SOTA advanced packaging access to the DoD and the DIB

Objectives
* Developing a model for access to SOTA parts

- Self-sustained business model for DoD access to customized SOTA parts using standard commercial flow
- The prototypes are a tool to validate the model, not the end goal

e Advancing DoD capabilities
- Improved performance, SWaP-C
- Availability of SOTA parts
- Domestic manufacturing
- Increased functional density
- Pathway to modernization

Delivering value to the USG and the DIB

SHIP leverages top commercial tech while allowing DoD customization
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SHIP Digital
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SHIP Digital Transition

e Collaboration with the DIB is critical for e ~N

SHIP

SHIP Transition SYren
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SHIP performer-evaluated
manufacturability and use
case

DIB-communicated high-
level specs, use case, and
forecasted quantity

With DoD input,
demonstrators were chosen
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SHIP Digital Roadmap
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SHIP RF

Key focus:

Design, packaging, and assembly as a service

- Re-shoring mature manufacturing, assembly, and test
from commercial product lines such as high-volume W R
flip-chip capabilities o

- Qorvo is enabling access to advanced RF packages by

providing a full suite of design tools, advanced (EVEL |
packaging platforms, and a wide selection of material S“";fi:g;‘;”"
choices nthe Phone X

- DIB and DOD WI” be able to Ieve rage thls CommerCIaI ggirrrc]:zl:eA(gvi/Ec%acicll-('\’al‘:gg])?stem—ln—Packageforce/lphones 2019, Yole Development.
design flow through SHIP RF using developed PDKs
and ADKs to design custom devices
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SHIP RF Transition

e Collaboration with the DIB is critical for SHIP

Transition SHIP RF Design Center
* SHIP RF creates innovative design, assembly, > Develop and release PDKs/ADKs
and test environment for the DIB to address the Technical > Co-simulation EDA tools

DoD modernization push through custom RF Requirements
packages

* DIB Partners in place with potential transition
programs identified

» Validate prototypes

» Life cycle management

* Prototypes serve as “pipe cleaners” for the

SHIP RF design and assembly flow SHIP RF Assembly & Test
* DIB gains access to DoD customized » Leverage Domestic Supply Chain

SOTA front end RF modules for current » SOTA HI technologies

and next-gen systems » Commercially competitive pricing

SOTA Part for
DoD System

v" Process flow validated
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SHIP RF Roadmap

FY21 FY22 FY23 FY24 FY25
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SHIP Secure Packaging

Simplified Integrated Circuit / Supply Chain Lifecycle
Mask Shops |Fab IIC Testing |
| |

Objective:
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solutions to meet DoD program
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* Partnership
* Security technology
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Advanced Packaging
Facility

* Demonstrate solutions with
2.5D/3D secure prototypes

« Security IP and * Security class guide
assurance methodology Long-term roadmap and
review strategy
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Current
Chiplet
Portfolio

New QA’d
Chiplets

o SOTA heterogeneous packaging:
* Provides significant SWAP benefits
* Allows semiconductor material decisions to optimize for cost

or performance
* Establishing domestic on-shore SOTA / SOTP production

capacity

Designing and validating a sustainable model for access to customized SOTA packaging

Coaling .

SOTA Quantitatively Assured Advanced Packaging Process Flow

application needs

using standard commercial flows
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o Reuse - existing technology and components enablesrapid system
development and deployment

o Quantifiable assurance - implements much greater security into
the supply chain design and assembly process
o Multiple packaging options - enable tailoring performance for
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Modernization

Increased Functional Density and Performance

* Modernization
- Facilitated through SWaP-C improvements

- Enables increased functional density of systems

- Capabilities and performance continually augmented and fit into

the same from factor
Continuous enhancements and Current

improvements will be made to Block 4
increase capabilities that make
the F-35 more lethal and
survivable

F35a 2006
1st Flight

53 improvements to counter both
air- and ground-based threats
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Summary

* SHIP Model DIB Engagement Prototypes

* Self sustained busines; modelfor . pathway to programs for * Currently in design
access DoD customized SOTA . . Deliverv starting in
parts using the standard coordination Y &
commercial flow * Transition into program FY22
The prototypes are a tool to test portfolios
the model, not the end goal « Building the ecosystem

Transition Strategy

Multi-Channel
Data Converter
Tile
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A\T

e * Reuse of technology and components — e
i enables rapid system development and B
- deployment 2D Silicon RF SiP

e Custom configurations to meet performance S

of a particular system specification LY fewmes 1.
2D/3D Rigid RF SiP
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