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Project Scope and Goal UF

ROL Layer+ « Reconfigurable interposer for
}'T*‘::::'a” obfuscation
”  Protects SoC IP from reverse
NEMS/MEMS engineering
Reconfigurable » Secure interposer IP
Interposer
» Optimizes packaging design for « Benchmarks material reliability
X-ray inspection A | for SoCs
» Improves defect visibility and ssurg » Uses microscopy/spectroscopy
localization Packaging datasets
* Provides inspection-aware « Software outputs predictive
design IP reliability scores

Design for Raw Materials
Inspection Assurance

Goal: Provide a multi-faceted approach to address assurance, reliability, and

inspection challenges of advanced packaged SoCs.
All Rights Reserved



Presentation Overview UF
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Advanced Security Reconfigurable Ins gction Lab and Take-
Packaging Framework Interposer P

Supply Chain Capabilities Aways

Topics of this Presentation
« What are the vulnerabilities in the microelectronics supply chain?

 How can analysis of raw materials, NEMs/MEMs interposer, and design for inspection help build trust?

« What future directions are being taken to reach total trust and increase inspection capabilities?
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Figure 1. US-based advanced packaging supply chain
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End-to-End semiconductor
ecosystem involves diverse
stakeholders

Defense, automotive, and
aerospace drive demand for
secure and reliable Packaging

Foundries and OSATs enable
wafer fabrication and
advanced packaging

Raw Materials vendors drive
innovation in materials for
packaging

Heavy reliance on overseas fabs and third parties increases risk to the SoC supply chain and security.
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Providers of Substrate, TSV & Die Attached Raw Materials UF
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Reliance on global suppliers creates vulnerabilities and disruptions or quality
Issues risk product reliability and trust.
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Framework for Advanced Packaging Raw Materials Assurance UF
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Materials Characterization Techniques
[ S Ry
EEN e fa’
- ,\"_[ | ’ S = J...WM | | -G
XRF - SEM-EDS XPS Terahertz Nano-FTIR
v" Refractive index
v Dielectric constant v" Composition of Materials
Materials v Crystal orientation v" Thermomechanical Properties
—| Property v Polarization _,| Develop |_,'v" Physical Properties
Analysis v Attenuation coefficient a Metric v Grain Boundary
v Modulus v Contamination
v Thermal coefficient v Surface Energy

v'  Packaging Material Integrity Depends on Raw Material Provenance
v' Advanced Characterization Techniques Enable In-Depth Material Analysis
v' Comprehensive Property Analysis Drives Material Qualification

v' Toward a Quantitative Metric for Raw Material Quality Assessment
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THz-TDS for Packaging Material Characterization UF
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v" Need for non-destructive inspection tools to

verify material integrity
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probe dielectric properties and hidden
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Prototype Testing Results UF

Physical Inspection and Visual Check

. KGD ‘ ] |
* Cantilever release : i : a |
- _ (!
|

 Material Texture

Electrical Characterization (very few)

« Vpi-13V-16V $
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* Repeatability
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Burn-in Test for the NEMS switch
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Inspection Challenges of 3D Packaging UF
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Defect detection challenges in advanced packaging:
« Variety of defects (e.g., void, fatigue crack, bridging, etc.)
» Defects size vs. component size
« Complex stacked 3D structures

X-ray inspection challenges:
* Noise, blur and scatter in X-ray images
 Strict constraints of in-line inspection for yield

Substrate

. . . ] A 2.5D advanced package structure and
Parameters affecting X-ray inspection challenges: possible defects in microbumps

« Design parameters (design specification + material composition)
* Imaging parameters
Design for Inspection (DFI) Advan _

Micro-bump
0

2.83 mm below
Chiplet surface

« Facilitates mspectlon a

T

........................... ot Location of RDL near micro-bumps
: 1 C4 bumps

Location of RDL near C4 bumps

DFI parameter
B Bump pitch
Sbr Bump-RDL spacing
Str RDL-RDL spacing
P, Interconnect spacing |
RDLs vertically above | S, RDL-TSV spacing e ff —
B: TSV p]tCh Substrate
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DFl-based solutions for Inspection Challenges

Design-based inspection (DBI) for X-ray compatibility
« DBI tailors inspection processes to design-specific requirements
« Predict X-ray noise susceptibility of design regions
« Commercialization: integration in inspection/ metrology tools
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Project Scope and Goal

» Optimizes packaging design for
X-ray inspection

» Improves defect visibility and
localization

* Provides inspection-aware
design IP
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NEMS Array

i i }TSV Array

NEMS/MEMS
Reconfigurable .

Reconfigurable interposer for
obfuscation

Protects SoC IP from reverse
engineering

Secure interposer IP

Interposer

Assured
Packaging

Raw Materials
Assurance

Design for
Inspection

UF

FLORIDA

* Benchmarks material reliability
for SoCs

» Uses microscopy/spectroscopy
datasets

« Software outputs predictive
reliability scores

Goal: Provide a multi-faceted approach to address assurance, reliability, and
inspection challenges of advanced packaged SoCs.
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Future Application Domains of Key Areas UF
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 Integration with existing workflows from target portions of the supply chain
* Further develop frameworks with additional microscopy techniques and tooling
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Future Work: Multimodal Digital Twin UF
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X-ray Laminography X-ray CT SAM

+/ High resolution / Volumetric 3D ' Voids, delamination
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planar geometrics XK Time consuming fidelity
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Limitations:

[ Unified Dashboard ]
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Physical Inspection: Security and Assurance Laboratory UF
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Sigray Apex Hybrid Imaging System
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Multiple Scanning Geometries — Supports both laminographic and tomographic X-ray scanning, a

llowing for flexible imaging of complex structures.

High-Resolution and Fast Imaging — Captures 3D images of samples up to 300 mm in diameter
with a spatial resolution of 0.5 ym in under 15 minutes

Online access to processing software and acquisition

Apex XRM: Speed is preserved! }

L

Web Application &
API Integration

Q’é

=
Scan Parameter Al Engine &
Adjustment Advance Data
Processing Source
rotation

0 to 45
degrees

Sample Adjustment to Scan Recipes

Detector rotation

Sample rotation 36
O degrees

Large Field of View

Switch mode
between
laminography
& tomography
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Non-Destructive Analysis Capabilities

UNIVERSITY of
LT MR TIMNA

THz-TDS (Terahartz Time-Domain Spectroscopy)

Encapsulant

ensity

Die -=

L

Ind

Lead Frame

-0.010| I

—0.015]

. . Unknown IC
) Beamsplitter Optical Delay Line
Femtosecond Packages
Laser Source
ey
E =y —
- o
= 3
= e
= ~
= ~
= -~
= =
==
Lock-in e
Amplifier s e =
\ ——— 20 22 24
. . x [mm]
THz Transmitter THz Receiver
— 00151 Sample Spectrum with RFE Features

sample Spectrum

FFT amplitude [a.u.]

X-ray

Volume

Detector

Alignment—Annotation

W JIHMUUJWHIIJMUUE
w |DO0R0AREOBEA) Ao

X
0 000 0

0 000 0

0 040 0O =
['ODQDO ]

J

Amplitude

SAM
Transducer

\|

_ AN

O OO0 Solder Balls

Time (ps)

Il F

Phemos - 1000

‘IIIIII'

Laser
Source

Photodiode

Backside

Amplitude and
Phase modulated =
reflected wave

Detector

= - 710
Tactivity
Frontside

Oscilloscope

e,

Spectrum analyzer

EOP waveform

OFM D maping

-
-l




Destructive Analysis UF
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Reliability Testing Tools

HAST (Highly Accelerated Stress Test)

Temperature: 105°C to 142°C

Normal HAST environment

Humidity: 75 to 100% RH

Exhaust valve
Test chamber

Water steam j

Water

Open
(Rise in water
temperature)

Internal chamber temperature

+110°C

Wet bulb temperature

+100°C

Temperature

Exhaust valve Exhaust valve
Open Closed

Time

Air-HAST environment

Air
Exhaust valve
Test chamber

Water steam “

Water

Closed
(Until test end)

Internal chamber temperature
+110°C ‘/

Wet bulb temperature

Accelerates failure under

+100°C
heat and humidity

Temperature

Exhaust valve
Closed

v" Simulates long-term

aging in short time

Time

HOTL (High Operating Temperature
Life test)

This is a reliability stress test conducted on electronic
components (like ICs, transistors, or modules) where
devices are:

v Operated under elevated temperatures (often

125°C or higher),

v" Sometimes combined with voltage or current

bias,

v" Over an extended period (e.g., 1000 hours),

v" To accelerate aging and failure
mechanisms, such as:
»  Electromigration
»  Time-Dependent Dielectric
Breakdown (TDDB)
»  Hot Carrier Injection (HCI)
»  Bias Temperature Instability (BTI)
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Shock/Drop Test System

v' Purpose:
»  Simulates mechanical shock during accidental drops.
»  Evaluates the mechanical reliability of semiconductor
packages, especially the integrity of solder joints
»  Helps predict field failure mechanisms like
interconnect cracking, die fracture, or package
delamination
v Used for: PCB assemblies, military/aerospace components.
v' Features:
»  Controlled drop height (usually ~1 meter)
»  Half-sine, trapezoidal, or sawtooth waveform
generation
»  High g-force capability (up to 100,000 g)
» Includes accelerometers and event detectors to
capture electrical opens or intermittent failures
»  Complies with MIL-STD and JEDEC standards
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irtual Reality Resources UF
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We will learn various techniques used in the physical inspection of microelectronics.

A0AM Lak X-Ray Tomography Learn

@

FLORIDA

Physical Assurance: X-ray tomography, optical
imaging, Acoustic imaging, THz, Photon emission
microscopy etc.

Advanced packaging: TSMC — CoWoS/InFo PoP, Intel
Foveros, etc.
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Future Work: Virtual Assistant for X-ray Inspection UF

UNIVERSITY f

FLORIDA

v’ Scan setting optimization
% a v Image interpretation
Q v' Context aware response generation
Xray Technical Scan . .
images documents parameters Retrieval Augmented Generation Generate

> ] retevant o I
. = < G
Text chunking . context a -
Metadata Extraction ‘
Image encoder /

Query + Image

Construct ey =
} Multimodal Text Reasoning R

\ Prompt / Response Generation esponse Q
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£} Generate ___, Training & [adl vim —
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g Fine-tune Image Interpretation 5 o Feedback J TH

Vector DB Model \Cross Modal Fusion / loop User
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Data Data Splitting Generate Vector Store Prompt Response

Ingestion Extraction chunks Embeddings Engineering Generation
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Future Challenges of Assurance for Advanced Packaging UF
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Key Challenges

= | = o m ENC
CO | l | eX Multimodal imaging faces ah'gnment issues Meta-conductor materials still introduce scattering DFI is rarely applied early, limiting system
and incomplete defect coverage in dense areas transparency by design

Inspection
Process

Dependence of

Data Overload Manual
Inspection

Mode switching may miss defects in complex Material property variation causes High-res multimodal scans generate excessive,
or buried regions imaging inconsistency hard—to-})rocess data

defect
|

= defect P~

_ defect

Multimodal data interpretation still relies on Al'models require manual labeling, especially for Poor design-inspection integration sustains
expert review novel materials. manual effort

Advanced packaging assurance faces challenges of complex inspection, data overload, and
reliance on manual interpretation, underscoring the need for more reliable and automated
inspection frameworks.
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Summary and Conclusion UF

 What are the present vulnerabilities in the microelectronics supply chain?

« Fabless & Globalized Supply Chain: Heavy reliance on overseas fabs and third parties increases
risk from geopolitical tensions and disruptions.

« Security & Bottlenecks: Cross-border processes potentially expose IP, while regional concentration
creates critical chokepoints.

 How can analysis of raw materials, NEMs/MEMs interposers, and design for inspection help build
trust?

 Raw Materials Security Framework: Ensures quality and authenticity from the source. Aims to
forecast reliability.

« NEMs/MEMs Interposer: Enhances device trust through precise integration.
» Design for Inspection: Enables better inspection of heterogeneously integrated SoCs.

 What future directions are being taken to reach total trust and increase inspection capabilities?
» Al-Driven Inspection: Enhancing detection and verification through intelligent automation.

* Multimodal Digital Twins: Creating comprehensive virtual models for continuous monitoring and trust
validation.
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pcraig1@ufl.edu

Questions?
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nasadi@ufl.edu
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